
 

 
  



 

 
 

 

The information below intends to help you with the topic that will be debated at NC 

MUN Celaya during the NATO committee sessions. The information is meant to assist 

you in writing your position paper. 

 The NC MUN Celaya staff encourages you to make the most of it by researching the 

topic and your country, not just to win a prize but first to open your mind by 

exploring the world. 
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Undersecretary Welcome Message 

 

First of all, thank you very much for your participation in NCC MUN Celaya 

2020. I, Diego Garcia Coronilla, will be your undersecretary for the North 

Atlantic Treaty Organization. I am confident that we will have an excellent time 

in the model and good flow debate. 

We will be covering some of the most complex and tense global conflicts going 

in the world today. While we will not make an immense weight to reach the 

solutions in the real world counterpart, we still have to reach solutions and 

conclusions to find a way of solving such conflicts, so we seriousness. 

In addition, I and my colleagues in the model understand these topics, they 

will be various point of view, some which might be provoking, and many of you 

may even have adverse opinions. However remember to remain professional, 

and treat others with respect. Due to some of the participants might be new 

we hope you’ll take the opportunity given to you to contribute and meet your 

own expectations of the conference. We hope you enjoy the event, and if you 

have any question I would be pleased to answer, do not hesitate to ask. 

Regards, Diego Garcia Coronilla 

 

 

 

  



 

 
 

 

Topic A: Reinforcement of North Korea relations with 

NATO 

 

South Korea’s Foreign Ministry issued a statement expressing “shock” at the use of 
a chemical weapon and vowed to work with the international society to deal 

“strongly” with the violation of the Chemical Weapons Convention. 
The deadly use of a chemical weapon banned by international conventions in such 

a public manner could strengthen calls for the United States to put North Korea back 
on a list of terrorism-sponsoring countries 

 
The North was first put on the terrorist list after its bombing of a South Korean 
airliner near Myanmar in 1987, killing all 115 people onboard. But the United States 
delisted the country in 2008 as part of an agreement aimed at ending North Korea’s 

nuclear programs — a deal that has since disintegrated with the North’s subsequent 
missile and nuclear weapons tests. 
Professor Narang said it was clear that North Korea wanted the West to know what 

it is capable of, but without causing mass casualties. 
In 2014, the South Korean Defense Ministry said the North had stockpiled 2,500 to 
5,000 tons of chemical weapons and had a capacity to produce a variety of biological 

weapons. 
The principal issue with North Korea and NATO is that the country has been creating 

and proving many nuclear, chemical and biological weapons that threat the peace 
over the allied countries, many representatives of sundry countries in the alliance 
had tried to talk with Kim Jong-Un to establish the joint statement with Donald 

Trump in June twelve of 2018.  
In some news around the world it’s said that this is just a way to get more monetary 
strength to start an strategy using their advanced weapons.  
 
Now it’s time for the allied countries to take a decision over what to do in a defensive 
way, otherwise it could unleash a war with devastating consequences or a diplomatic 

conflict with negative results.  

The delegates must propose a complete plan of negotiation with the information the 
delegates gather with possible responses, all the allies have to be on an agreement.  
As the U.S.A. president has already being negotiating directly with Kim Jong-Un 

about the nuclear and chemical weapons regulations, it’s highly recommended to 
make U.S.A. the mediator of the resolution. 

NATO Secretary-General Jens Stoltenberg recommends all the NATO allies within 
the North Korean ballistic missiles range and advancing weapons programs to 



 

 
 

continuing pressure on the DPRK (Democratic People's Republic of Korea) via 

sanctions and diplomatic pressure. 

 

Follow up questions  
 

• North Korea has improved their weaponry, but not all the countries have the same 
information about it, so which information is right? And consequently, which is the 
real range of the North Korea weaponry? 

• North Korea do not follow the limitations on the use of weaponry, why they don’t 
care about it? 

• It has been told that U.S.A. is just interested financially in the theme, so will the 
country actually help? 

 

Extra resources  

 

• Panda A. (2019), “Kim Jong-un’s strategy suggests US has a choice: change 

stance, or talks will go nowhere”, South China Morning Post, retrieved from: 

https://www.scmp.com/news/china/diplomacy/article/3021319/kim-jong-

uns-strategy-suggests-us-has-choice-change-stance-or 

 

• Blennerhassett P. (2017), “Nato chief believes US military action against 

North Korea would lead to ‘devastating consequences’”, South China 

Morning Post,retrieved 

from:https://www.scmp.com/news/world/europe/article/2115326/nato-

chief-believes-us-military-action-against-north-korea-would 

 

• Nato Official Website (2020), “What is Nato”, Nato checklist, retrieved from: 

https://www.nato.int/nato-welcome/ 

 

• The White House (2018),“Joint Statement of the United States and Japan”, 

The White House, retrieved from: 

https://www.whitehouse.gov/briefings-statements/joint-statement-united-

states-japan/ 

 

https://www.scmp.com/news/china/diplomacy/article/3021319/kim-jong-uns-strategy-suggests-us-has-choice-change-stance-or
https://www.scmp.com/news/china/diplomacy/article/3021319/kim-jong-uns-strategy-suggests-us-has-choice-change-stance-or
https://www.scmp.com/news/world/europe/article/2115326/nato-chief-believes-us-military-action-against-north-korea-would
https://www.scmp.com/news/world/europe/article/2115326/nato-chief-believes-us-military-action-against-north-korea-would
https://www.nato.int/nato-welcome/
https://www.whitehouse.gov/briefings-statements/joint-statement-united-states-japan/
https://www.whitehouse.gov/briefings-statements/joint-statement-united-states-japan/


 

 
 

• CBBC (2019), “North Korea: Everything you need to know about the 

country”, CBBC, retrieved from: 

https://www.bbc.co.uk/newsround/20692214 

 

• The White House (2018), “Joint Statement of President Donald J. Trump of 

the United States of America and Chairman Kim Jong Un of the Democratic 

People’s Republic of Korea at the Singapore Summit”, The White House, 

retrieved from: 

https://www.whitehouse.gov/briefings-statements/joint-statement-

president-donald-j-trump-united-states-america-chairman-kim-jong-un-

democratic-peoples-republic-korea-singapore-summit/  

 

• Paddock R., Sang Hun C. & Wade N. (2017), “In Kim Jong-nam’s Death, 

North Korea Lets Loose a Weapon of Mass Destruction”, ASIA PACIFIC, 

retrieved from: https://www.nytimes.com/2017/02/24/world/asia/north-

korea-kim-jong-nam-vx-nerve-agent.html  

 

• Leopold III (2013), “CODE OF JUDICIAL CONDUCT OF THE 

ADMINISTRATIVE TRIBUNAL OF THE NORTH ATLANTIC TREATY 

ORGANIZATION” , Nato Official Website, retrieved 

from:https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2013_07/2014

1027_130701-code-judicial-conduct-administrative-tribunal-en.pdf  

 

• Byrne L.(2018), “All NATO allies within range of N. Korean missiles: NATO 

chief”, NK NEWS,retrieved:https://www.nknews.org/2018/02/all-nato-allies-

within-range-of-n-korean-missiles-nato-chief/ 

 

 

 

 

 

 

 

 

https://www.bbc.co.uk/newsround/20692214
https://www.whitehouse.gov/briefings-statements/joint-statement-president-donald-j-trump-united-states-america-chairman-kim-jong-un-democratic-peoples-republic-korea-singapore-summit/
https://www.whitehouse.gov/briefings-statements/joint-statement-president-donald-j-trump-united-states-america-chairman-kim-jong-un-democratic-peoples-republic-korea-singapore-summit/
https://www.whitehouse.gov/briefings-statements/joint-statement-president-donald-j-trump-united-states-america-chairman-kim-jong-un-democratic-peoples-republic-korea-singapore-summit/
https://www.nytimes.com/2017/02/24/world/asia/north-korea-kim-jong-nam-vx-nerve-agent.html
https://www.nytimes.com/2017/02/24/world/asia/north-korea-kim-jong-nam-vx-nerve-agent.html
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2013_07/20141027_130701-code-judicial-conduct-administrative-tribunal-en.pdf
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2013_07/20141027_130701-code-judicial-conduct-administrative-tribunal-en.pdf
https://www.nknews.org/2018/02/all-nato-allies-within-range-of-n-korean-missiles-nato-chief/
https://www.nknews.org/2018/02/all-nato-allies-within-range-of-n-korean-missiles-nato-chief/


 

 
 

 

 

 

Topic B: Building a NATO strategy in cyberspace 
 

Introduction 
The need to strengthen capabilities to defend against cyber-attacks was first 

acknowledged by Allied leaders at their 2002 summit meeting in Prague. Since then, 
cyber has become an increasingly important focus of NATO’s summit agendas. In 

2008, the first NATO cyber defense policy was adopted. In 2014, Allies made cyber 
defense a core part of collective defense, declaring that a cyber-attack could lead to 
the invocation of the collective defense clause (Article 5) of NATO’s founding treaty. 

Moreover, in 2016, Allies recognized cyberspace as a domain of military operations, 
and further pledged to enhance the cyber defenses of their national networks and 

infrastructure as a matter of priority. 

 

Key points: 
• Cyber defense is part of NATO’s core task of collective defense. 
• NATO has affirmed that international law applies in cyberspace. 

• NATO reinforces its capabilities for cyber education, training and exercises. 
• Allies are committed to enhancing information-sharing and mutual assistance 

in preventing, mitigating and recovering from cyber-attacks. 

• NATO is intensifying its cooperation with industry through the NATO Industry 
Cyber Partnership. 

• NATO recognizes that its Allies stand to benefit from a norms-based, 

predictable and secure cyberspace.  
 

History of the topic  
To keep pace with the rapidly changing threat landscape and maintain robust cyber 
defenses, NATO adopted an enhanced policy and action plan, which were endorsed 

by Allies at the Wales Summit in September 2014. An updated action plan has since 
been endorsed by Allies in February 2017. The policy establishes that cyber defense 
is part of the Alliance’s core task of collective defense, confirms that international 

law applies in cyberspace, seeks to further develop NATO’s and Allies’ capabilities, 
and intensifies NATO’s cooperation with industry. The top priority is the protection 

of the networks owned and operated by the Alliance. 

The policy also reflects Allied decisions on issues such as streamlined cyber defense 
governance, procedures for assistance to Allied countries, and the integration of 

cyber defense into operational planning (including civil preparedness).  In addition, 
the policy defines ways to take forward awareness, education, training and exercise 



 

 
 

activities, and encourages further progress in various cooperation initiatives, 

including those with partner countries and international organizations. It also 
foresees boosting NATO’s cooperation with industry, including on information-
sharing and the exchange of best practices. Allies have also committed to enhancing 

information-sharing and mutual assistance in preventing, mitigating and recovering 

from cyber-attacks.  

NATO’s cyber defense policy is complemented by an action plan with concrete 
objectives and implementation timelines on a range of topics from capability 

development, education, training and exercises, and partnerships. 

 

The current situation  
NATO has devoted serious attention to achieving the military end of operating in 
cyberspace, while not being able to rely on solely military means or stakeholders. 

Two main strands of NATO activity are addressing this: first, the implementation of 
cyberspace as a domain of operations and, second, the enactment of the Cyber 

Defense Pledge. 

Cyberspace as a domain of operations 

Since the Allies recognized cyberspace as a domain of operations in 2016, NATO has 
achieved several important milestones. Perhaps most notably, in October 2018, 
NATO announced the initial stand up of the Cyberspace Operations Centre, or Coy, 

in its trial structure. The CyOC serves as NATO’s theatre component for cyberspace 
and is responsible for providing cyberspace situational awareness, centralized 
planning for the cyberspace aspects of Alliance operations and missions, and 

coordination for cyberspace operational concerns. 

Along with this critical organizational adaptation, Allies agreed at the Brussels 

Summit how to integrate sovereign cyber effects, provided voluntarily by Allies, into 
Alliance operations and missions. This is fully coherent with NATO’s defensive 
mandate, as it aligns how NATO defends itself in cyberspace as it does in other 

domains, with Allies contributing tanks, planes, and ships to Alliance operations and 

missions. 

Strategy and guidance is also maturing. In June 2018, Allies approved the Vision 
and Strategy on Cyberspace as a Domain of Operations. It is anticipated that, in 
2019, NATO’s first cyberspace operations doctrine will be completed, subject to 

Allied approval, which will provide guidance to NATO commanders. 

These structures and concepts are only of value if implemented and put to use. To 

this end, NATO is adapting its education, training, and exercising programms. The 
NATO Cooperative Cyber Defense Center of Excellence has been given responsibility 

for identifying and coordinating education and training solutions in the field of cyber 

defense operations for all NATO bodies across the Alliance. 

Past actions 



 

 
 

Although NATO has always protected its communications and information systems, 

the 2002 Prague Summit first placed cyber defense on the Alliance’s political agenda. 
Allied leaders reiterated the need to provide additional protection to these 

information systems at the Riga Summit in 2006. 

Following the cyber-attacks against Estonia’s public and private institutions in 2007, 
Allied defense ministers agreed that urgent work was needed in this area.  As a 

result, NATO approved its first Policy on Cyber Defense in January 2008. 

In the summer of 2008, the conflict between Russia and Georgia demonstrated that 

cyber-attacks have the potential to become a major component of conventional 

warfare. 

NATO adopted a new Strategic Concept at the Lisbon Summit in 2010, during which 
the North Atlantic Council (NAC) was tasked to develop an in-depth NATO cyber 

defense policy and to prepare an action plan for its implementation.  

In February 2014, Allied defense ministers tasked NATO to develop a new, enhanced 
cyber defense policy regarding collective defense, assistance to Allies, streamlined 

governance, legal considerations and relations with industry.  

On 14 June 2016, Allied defense ministers agreed to recognize cyberspace as a 
domain at the NATO Summit in Warsaw in July. This recognition does not change 
NATO’s mission or mandate, which is defensive. As in all areas of action, NATO will 

exercise restraint and act in accordance with international law. The Alliance also 
welcomed efforts undertaken in other international fora to develop norms of 
responsible state behavior and confidence-building measures to foster a more 

transparent and stable cyberspace. 

On 8 November 2017, NATO defense ministers expressed their agreement in 

principle on the creation of a new Cyberspace Operations Centre as part of the 
outline design for the adapted NATO Command Structure. The aim is to strengthen 
NATO’s cyber defenses and help integrate cyber into NATO planning and operations 

at all levels. Ministers also agreed to allow the integration of Allies’ national cyber 
contributions into Alliance operations and missions. Allies will maintain full ownership 
of those contributions, just as Allies own the tanks, ships and aircraft in NATO 

missions. 

In February 2019, NATO defense ministers endorsed a NATO guide that sets out a 

number of tools to further strengthen NATO’s ability to respond to significant 
malicious cyber activities. NATO needs to use all the tools at its disposal, including 
political, diplomatic and military, to tackle the cyber threats that it faces. The 

response options outlined in the NATO guide will help NATO and its Allies to enhance 
their situational awareness about what is happening in cyberspace, boost their 

resilience, and work together with partners to deter, defend against and counter the 

full spectrum of cyber threats. 

 



 

 
 

 

 

 

Cooperating with industry 

The private sector is a key player in cyberspace, and technological innovations and 

expertise from the private sector are crucial to enable NATO and Allied countries to 

effectively respond to cyber threats. 

Through the NATO Industry Cyber Partnership (NICP), NATO and its Allies are 
working to reinforce their relationships with industry. This partnership includes NATO 

entities, national Computer Emergency Response Teams (CERTs) and NATO 
member countries’ industry representatives. Information-sharing activities, 
exercises, training and education, and multinational Smart Defense projects are just 

a few examples of areas in which NATO and industry have been working together. 

Cooperating with partners 

Because cyber threats defy state borders and organizational boundaries, NATO 
engages with a number of partner countries and other international organizations to 

enhance international security. 

Engagement with partner countries is based on shared values and common 

approaches to cyber defense. Requests for cooperation with the Alliance are handled 

on a case-by-case basis founded on mutual interest. 

NATO also works with, among others, the European Union (EU), the United Nations 

(UN) and the Organization for Security and Co-operation in Europe (OSCE). 

Cyber defense is one of the areas of strengthened cooperation between NATO and 
the EU, as part of the two organizations’ increasingly coordinated efforts to counter 
hybrid threats. NATO and the EU share information between cyber crisis response 

teams and exchange best practices. Cooperation is also being enhanced on training, 

research and exercises. 

Possible Actions 
Much remains unclear regarding the impact, possible cascading or unforeseen 

effects, counter-measures by adversaries, and political consequences (escalation) of 
the use of offensive cyber capabilities. This uncertainty makes nations reticent to 
commit to specific and ambitious new policy objectives. Yet this reluctance should 

not forestall a comprehensive debate within NATO. Given the fact that some Allies 
have declared the ambition to develop offensive cyber capabilities and that these 
have been deployed as part of military operations, the expiration date of the current 

defense-limited policy appears due. In our opinion, NATO should therefore urgently: 

• Recognize cyberspace as a domain for military operations; 

http://www.nicp.nato.int/


 

 
 

• distinguish the policy mandate applicable to network defense in peacetime 

from the policy mandate applicable for cyber operations in military operations 
and collective defense, and instigate development of a new policy that will 
enable the Alliance to ensure that it has the full range of capabilities necessary 

to deter and defend against any threat in and through cyberspace; 
• Develop doctrine and procedures to allow for the use of cyber capabilities as 

operational military capabilities. 

 

Follow up questions  

 

• Which are the biggest damages that a cyber-attack can do against the 

stability of a country? 

• Has cyber terrorism affected your country?  

• What has your nation done to reduce the impact of cyber terrorism? 

• Does your country have laws or regulations to manage these types of attacks? 

• What is your country’s role into the NATO organization? 

• How has your country contributed to the worldwide cyber security? 

Extra resources  

 

• Cooperative Cyber Defence Centre of Excellence (CCDCOE), Is NATO Ready 

to Cross the Rubicon on Cyber Defence? (Estonia, 2016). 

• RAND Coorporation, Operationalizing Cyberspace as a Military Domain 

(2019). 

• NATO Parliamanetary Assembly, NATO in the cyber age: strengthening 

security & defence, stabilising deterrence (2019) 

• International Centre for Defence Studies (ICDS), Improving Cyber Security: 

NATO and the EU (2014). 

 


